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Information systems for governance
and public administration

The_re are 7 3f‘3 25 bil. CZK (925 mil. EUR)
rP;gIStered IS in the Total operational costs

110 bil. CZK (4,1 bil. EUR)
Total cost of ICT investment
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Priorities for IT audit

Computerization of public administration and providing
services to citizens

= Building and development of e-Government

= Effectiveness of electronic services providing to citizens

Source: SAO priority area 2017 to 2020

PRIORITY]
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IT audit

= QOrdinarily 4 audits per year focus on e-Government
projects and ICT related processes regarding 3E
= The most frequent audit areas:
» IT strategy and Enterprise architecture
> Public procurement
» Development and implementation
» Operation and services

» Data quality A“
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Overview of auditing areas
in the past three years

IT strategy and Enterprise architecture
Public procurement
Development and implementation

Operation and services
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Data quality

N
BE Supreme Audit Office of the Czech Republic Candidacy XI EUROSAI Congress | www.nku.cz/eurosai-presidency



ITAA: Strategy and architecture

BUSINESS AND IT STRATEGY

ENTERPRISE ARCHITECTURE

Processes
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ITAA: Public procurement
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ITAA: Development and implementation

Needs
identification

System launching Feasibility study

Procurement
process

System testing
System
development

Post-award phase
(Contracting)

Project managing
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ITAA: Operation and services

SLA template
development

Reporting Negotiation

Implementation
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ITAA: Data quality

Data
completeness

Data
reliability

Data availability
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IT audit findings — examples 1/2

= |T strategy and Enterprise architecture
» Missing or incomplete IT strategy
» Missing Enterprise architecture
» Violation of architecture principles

= Public procurement
» Misusing of Negotiated Procedure without Publication
» Transparency of Public Procurement
» Vendor lock-in
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IT audit findings — examples 2/2

= Development and implementation
> IS is not able to support appropriate processes
> Violation of Time schedule = higher cost

= Operations and services
> SLA are not monitored and evaluated
» Penalties are not impose

= Data Quality
» Missing or wrong data
» Data is not available
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Milestones of the Czech e-Government
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SAQO’s recommendations

1. Create ministerial information strategies and concepts tied
in to the e-Government strategic documents

2. Inplanning, procuring and developing information systems
adhere to the architectural principles of the national
architecture for public administration

3. Take the step to draw up enterprise architecture which are a
tool for planning, managing and developing an organization,
not just in the field of ICT

4. Using project management for the processes of procuring
and developing IS
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Mandate for IT Audit

The Act No.
166/1993
Coll., on the
Supreme Audit
Office

Performance
audit

Compliance Financial audit

\_ IT AUDIT )
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Performance audit - IT audit relationship
in the 3E Logic Model
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. Simplification and

NEEDS time reduction of ID

issue process for
citizens
. Reduce cost of ID

Provide services to
citizens

issue
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1. Issue requests 1. Identity verification 1. Verified identity
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SAO’s usual audit lifecycle

Suggestion

. Is it necessary to
Corrective broaden th Realization
W EENIEES roacden the sc?pe
of the IT Audit
arrangements in

Follow-up

Audit

every stage?

Appeal Objections
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The SAO’s capacities to conduct IT audits

23
performance
& IT auditors

283
auditors

456
employees
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Three Scopes of SAO’s Capacity Building

o Organizational
Institutional &
. systems
capacity .
capacity
development
development
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ICT development is one of the most
important challenges facing today's SAls
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Summary raises questions that have already
been answered, but

= Mandate for IT Audits
> Do SAls have a specific mandate for IT Audits?
> If not, where will the mandate of SAIl for IT audits be derived from?
» Is the overall mandate provided to SAls sufficient to conduct IT audits?
» How should the relationship between IT audit and other audits be
established?
= Capacities of SAls to conduct IT Audits
» Do SAls have adequate capacity to conduct IT audits?
» How should they develop their capacity to conduct IT audits?

» Do SAls allocate adequate and competent resources
(human and financial) for IT audits?
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Thank You For Your Attention

Martin Hruska | martin.hruska@nku.cz
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